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‘Welcome

The I.D. Risk Alerts newsletter (Open Source
Edition) is a quarterly briefing on publicly reported
identity fraud, biometric threats, and digital identity
vulnerabilities. It highlights notable developments,
why they matter, and the practical mitigations
organisations should consider. A more detailed
edition is also available to selected BixeLab
subscribers.

EUDI Wallet ARF v3.0 Introduces
Conformance Assessment

The European Digital Identity Wallet ecosystem is
moving from technical design towards conformance
assessment and deployment. Version 3.0 of the
EUDI Wallet Architecture and Reference
Framework introduces a Functional Conformance

Assessment Framework with reusable test cases to
assess wallet functionality ahead of certification. At
the same time, Spain’s data protection authority, the
AEPD, has called for alternative authentication
options for people unable or unwilling to use wallet-
based biometric authentication, citing accessibility;
inclusion and privacy considerations. Together, these
developments reflect the growing recognition of the
need for conformance, assurance and inclusive
design as EUDI Wallet deployments progress.

Age Assurance Moves Towards

Standardised Testing and Certification

Age assurance is progressing from individual
platform implementations towards formal
international standards and conformity assessment.
ISO/TEC DIS 27566-3 has advanced guidance for
analysing and comparing age verification, estimation

and inference systems, including measures relating
to accuracy, privacy and testing methodology. The
Age Check Certification Scheme has also published
requirements intended to support accredited
conformity assessment against ISO/TEC 27566-1.
Separately, Meta agreed to enhanced age-assurance
measures as part of its US social-media harms
settlement, while denying wrongdoing. Together,
these developments place increasing emphasis on
demonstrating the performance and assurance of
age-checking technologies rather than simply
deploying them.
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Deepfake Face-Swap Used in Attempts to Defeat Video Identity
Verification

Modality: Face - Deepfake Identity Impersonation Attack
Attack Instrument: Real-Time Face-Swapping, Forged Identity Documents
and Lighting Manipulation Location: Spain Date of report: August 2026

Spanish National Police arrested a suspect accused of using AI-based face
manipulation and forged identity documents in repeated attempts to fraudulently
obtain electronic-signature certificates. Police reported 38 attempts involving more
than 30 identities belonging to real individuals. During video verification, the suspect
allegedly presented manipulated DNI documents while software altered his face in
real time to resemble the photograph on the document. Coloured lighting was also
reportedly used to simulate physical document security features. The activity was
detected after a brief processing failure caused the synthetic facial overlay to
disappear, revealing the suspect’s actual face. Police said the intended objective was to
obtain authorised digital signatures for subsequent financial fraud.

* Potential Targets: Trust service providers, certificate authorities, financial
institutions, digital identity providers and organisations relying on remote video
identity proofing.

* Mitigation Strategy: Remote identity verification should combine document-
authenticity checks with liveness, deepfake and injection-attack detection,
capture-device integrity controls and behavioural or session-risk signals. Repeated
applications involving different identities, devices or network infrastructure should
also be monitored for cross-session anomalies.

* Criticality: High - The attack combines forged documents, real-time generative
Al and physical manipulation of the capture environment, demonstrating how
multiple controls can be targeted simultaneously. Successful issuance of trusted
digital credentials could enable downstream impersonation and financial fraud.
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