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The World Bank and African data protection 
authorities from Liberia, Benin, and Mauritius have 
outlined key principles for building trusted digital 
identity and digital public infrastructure (DPI), 
emphasising privacy, data protection, 
interoperability, and accountable governance. In 
parallel, South Africa has released draft regulations 
for its proposed national digital identity framework, 
recently concluded public consultation on identity 
management, enrolment, authentication, and 
oversight requirements. Together, these 
developments reflect continued momentum towards 
secure, privacy-preserving digital identity 
ecosystems supported by robust regulatory 
frameworks and public consultation.

Underground Deepfake Platform Enables Real-Time Identity 
Impersonation 

Modality: Face - Deepfake Identity Impersonation Attack  
Attack Instrument: AI Face-Swapping and Voice-Cloning Platform  
Location: Global Date of report: May  2026 

Security researchers have analysed Haotian AI, an underground platform 
designed to facilitate real-time face-swapping and voice-cloning for fraud and 
social engineering attacks. The tool reportedly enables criminals with limited 
technical expertise to conduct convincing video and voice impersonations, 
supporting activities such as romance scams and police impersonation. The 
findings reflect a broader trend highlighted by industry experts, with 
increasingly accessible deepfake technologies lowering the barrier to large-
scale identity fraud and challenging existing identity verification practices. 

• Potential Targets: Consumers, financial institutions, customer service 
operations, organisations relying on remote identity verification, and 
individuals targeted through romance or impersonation scams.

• Mitigation Strategy: Organisations should avoid relying solely on facial 
or voice recognition for high-risk transactions. Layered identity 
verification, out-of-band confirmation, liveness detection, employee 
awareness training, and independent testing of deepfake resilience should 
be incorporated into fraud prevention strategies.

• Criticality: High - The increasing availability of real-time deepfake tools 
significantly enhances the scale and sophistication of identity 
impersonation attacks, posing substantial risks to remote identity 
verification, financial services, and public trust. 

Meta is expanding the use of AI-powered age 
estimation to identify users who may have 
misrepresented their age and automatically apply 
protections intended for teenagers. The system 
analyses behavioural signals and account 
information to infer a user's likely age, enabling the 
platform to enforce age-appropriate privacy and 
safety settings where required. The initiative reflects 
a broader industry trend towards AI-assisted age 
assurance, while also highlighting the importance of 
transparency, accuracy, and governance when 
automated profiling influences user access and 
digital experiences.

Join Ted Dunstone on 23 July 2026 to explore how 
organisations can address emerging AI-driven 
identity threats through independent testing, 
certification, and ongoing biometric assurance. The 
session will also introduce Birdix, a new platform 
for managing certification and assurance evidence. 
Register Now
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Current News from BixeLab 
This quarter, BixeLab has continued to support the biometric and digital identity industry 
through independent testing, research, and knowledge sharing. 

• White paper: Biometric Testing in Practice: Interpreting Results, Understanding 
Certifications, and Evaluating Biometric Attack Resilience, providing practical 
guidance on biometric testing, certifications, and performance metrics. 

• 2026 IAD Market Report & Buyer's Guide, Ted Dunstone commentary & 
webinars, examining presentation attack detection technologies, market trends, 
and emerging standards. 

• Choosing a Biometric Testing Laboratory, Practical guidance on selecting a lab, 
understanding accreditation scope, and assessing method transparency. 

• Letters of Confirmation, Public evidence of what was tested, product/version 
details, modality, and applicable standards where disclosed. 

• MOSIP Advanced Compliance Program Webinar, Ted Dunstone discussed the 
role of independent testing and the MOSIP Advanced Compliance Program 
(MACP) in building trust, quality assurance, and confidence in national digital 
identity deployments. (MOSIP) 

Upcoming webinar 

Standards-based testing and certification of biometrics, digital identity and AI solutions to assure accuracy, security and fairness. 
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