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FOREWARD

Biometric technology has moved from specialist
security environments into banking, government
services, enterprise authentication, and remote
identity verification journeys used by large
populations.

This broader adoption has made biometric
testing more important. The question is not only

whether a system performs well in a
demonstration, but whether the evidence
produced through testing is strong enough to
support procurement, deployment, risk, and

assurance decisions.

Biometric results are often interpreted without enough attention to scope, method,
configuration, population coverage, attack coverage, operating point, and metric
definitions. A result can be technically accurate but still incomplete if separated
from the conditions that produced it.

This guide explains how biometric testing outcomes should be understood in
practice. It covers assurance models, evaluation pathways, certification contexts,
testing lifecycles, procurement evidence, and key metrics, with a focus on what
decision-makers should ask for and how results should be read.

BixelLab's role is to provide independent, standards-based biometric and digital
identity evaluations that produce clear, defensible, and decision-ready evidence.

TED DUNSTONE
CHIEF EXECUTIVE OFFICER, BIXELAB

BIOMETRIC TESTING IN PRACTICE | 1



BIOMETRIC TESTING IN PRACTICE | BixeLab | www.bixelab.com | info@bixeLab.com BixelLab

INDUSTRY
PERSPECTIVES

As a biometric vendor, the testing gaps we see fall into two categories.

The first concerns tests framed in ways that don't match real conditions, whether
through unrepresentative samples or by evaluating synthetic media outside the SDK
that is built to detect it. Tests like these produce metrics that look authoritative but
describe a scenario that doesn't exist. The consequence is consistent: a buyer reads
numbers that look comparable, draws conclusions, and selects a sub-optimal
technology on the basis of a measurement that never described the real world.

The second concerns properties that are not tested at all. PAD and IAD certifications
measure security under defined conditions, and they do that well. But the system a
customer buys is also a user experience, with a latency budget, a capture drop-off
rate, and a conversion impact. Operational evaluation of these properties,
complementary to certification, increasingly determines whether a deployment
succeeds.

LOUIS MICHELET
CHIEF OPERATING OFFICER, OZFORENSICS

BIOMETRIC TESTING IN PRACTICE | 2



BIOMETRIC TESTING IN PRACTICE | BixeLab | www.bixelab.com | info@bixeLab.com BixelLab

INDUSTRY
PERSPECTIVES

Across the APAC region, a persistent gap remains between how biometric
performance is reported and how it behaves in real-world conditions. Testing is too
often treated as a point-in-time exercise, when in practice, threat environments
move quickly. We are tracking new Al-driven injection attacks emerging weekly,
with adversaries operationalising new capabilities within days of their release. A
controlled test environment simply cannot keep pace with that reality.

The challenge with customer-led evaluations is rarely intent. It is expertise. Our
teams have seen evaluations where a single repeatable error was interpreted as
evidence of a system fault and used to reject the software outright, when the correct
interpretation, properly contextualised against error rates defined in ISO/IEC 30107-
3, was not so straightforward.

The pace of Al is creating a new class of challenges for identity system operators.
For many organisations, the live threat landscape is advancing faster than their
evaluations, often without them realising it. A reliable testing service from an
accredited laboratory brings deep familiarity with the relevant standards and
practical experience executing evaluations across a wide range of scenarios and
threat models. That breadth translates directly into more representative system
performance assessments, and ultimately into greater confidence that a deployed
system will perform as expected when it matters most.

JOHN DUGGAN
EXEC. VICE PRESIDENT APAC, DAON

BIOMETRIC TESTING IN PRACTICE | 2



BIOMETRIC TESTING IN PRACTICE | BixeLab | www.bixelab.com | info@bixeLab.com BixelLab

INDUSTRY
PERSPECTIVES

Biometric verification systems play an important role in protecting organizations
against deepfakes, spoofing, fraud, and other risks in remote applications. As
biometric adoption grows, decision-makers need credible evidence that the
solutions they select deliver security, usability, fairness and are future-proof.
However, procurement decisions are too often shaped by vendor marketing
narratives and narrow leaderboard claims that lack the ability to test and confirm
real-world effectiveness. Because there is no single metric that fully defines
biometric system performance, evaluations must consider test design, biometric
modality, operational environment, and real-world production outcomes. This makes
independent testing services that validate the biometric systems in their production
forms essential to ensure vendor claims, and end-user experience. And, along with
publicly available spoof bounty programs, independent testing services are enabling
organizations to make more informed decisions about the biometric security
technology they use to protect their themselves and their users.

ANDREW HUGHES
VICE PRESIDENT OF GLOBAL STANDARDS, FACETEC
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EXECUTIVE
SUMMARY

Biometric systems are increasingly used in onboarding,
authentication, fraud prevention, digital identity, and
access-control workflows. As adoption grows,
organisations need evidence that these systems are
accurate, resilient, usable, and suitable for their intended
deployment context.

Biometric testing provides that evidence when it is
conducted under a defined scope, using appropriate
standards, methods, metrics, datasets, attack instruments,
and reporting controls. Poorly structured proof-of-
concept testing can produce headline results that appear
persuasive but do not support confident procurement or
deployment decisions.

This guide explains how to interpret biometric testing
outcomes. It distinguishes between the various
approaches to undertaking evaluations such as
certification-scheme vs custom. It gives particular
attention to presentation attack detection (PAD) and
injection attack detection (IAD), because remote identity
verification and biometric authentication systems can be
attacked both at the sensor and within the data path. This
guide also explains related testing pathways including
biometric performance, demographic differential,
document authenticity, and operational evaluations.

The central message is simple: biometric results are
meaningful only in context. Buyers and relying parties
should understand what was tested, how it was tested,
who tested it, under what configuration, against which
population or attack types, using which metrics, and with
what limitations.
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INTRODUCTION: WHY
BIOMETRIC TESTING MATTERS

Biometric technologies are now embedded across digital identity, onboarding,
authentication, fraud prevention, and access-control workflows in banking,
government, telecommunications, and other regulated services. In most
deployments, biometrics operate as part of a broader identity, security, and risk
decisioning process.

As adoption increases, so does exposure to presentation attacks, injection attacks,
demographic performance variation, usability friction, and misleading assurance
claims. Many proof-of-concept evaluations generate headline results without
enough methodological detail to support confident procurement, deployment, or
risk decisions.

Biometric testing is the structured assessment of how a biometric system,
subsystem, algorithm, or identity workflow performs under defined conditions.
Depending on the objective, testing may assess accuracy, attack resilience, usability,
demographic performance variation, operational reliability, or compliance with a
certification scheme or regulatory requirement.

Attack resilience is now a central assurance issue for remote identity and biometric
authentication systems. Presentation attacks occur at the capture device, such as a
printed image, replayed media, mask prosthetic or other artefact presented to the
sensor. Injection attacks target the biometric data path after capture, where an
attacker may attempt to replace, replay, modify, or synthetically generate biometric
data before feature extraction or downstream processing.

This distinction matters because PAD and IAD evidence answer different assurance
questions. A system, may perform well against presentation attacks and still remain
exposed to injection methods such as virtual camera feeds, replayed biometric data,
API level manipulation, hooked functions, altered media, or synthetic biometric
content introduced at the software level. Buyers should therefore understand where
the attack occurs, what controls are being tested, and whether the evidence relates
to PAD, IAD, biometric performance, document authenticity, or another assurance
objective.
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This guide is intended for decision-makers, product owners, risk teams, procurement
teams, technology vendors, and regulators who need to interpret biometric test
results and understand what meaningful assurance looks like.

BixeLab is an independent biometric and digital identity testing laboratory. BixeLab
is accredited by the NIST-administered National Voluntary Laboratory Accreditation
Program (NVLAP Lab Code 600301-0) to ISO/IEC 17025:2017 for specific services
listed on its biometrics testing scope of accreditation. BixeLab also holds laboratory
accreditations under the FIDO Alliance and MOSIP MACP programs.
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BIOMETRIC ASSURANCE
MODELS

Biometric testing engagements vary along two axes: what the evaluation is
executed against (e.g., a certification scheme, a published standard, a tailored
derivative of a standard, or a fully bespoke plan) and the level of formal
accreditation that applies to the resulting report. This combination matters because
it determines what claims can be made about the result and how it can be used
downstream. The table below summarises the practical combinations.

Assurance model What it means Appropriate claim
Testing conducted under the rules of a defined “Evaluated under [schemel

certification program or scheme (e.g., FIDO, MOSIP requirements” or “certified under
MACP, etc). The laboratory conducts the evaluation " ificati

Scheme certification I . ry . u V U ! ! [schemel”, where certification has been
and produces the required evidence. Certification, granted.

where achieved, is issued or recognised according to e.g. https://bixelab.com/mosip-macp-
the scheme owner's rules. biometric-certification/

Testing performed against recognised standards (e.g.,

Standards-based ISO/IEC 30107-3, ISO/IEC 1 -2) that fall within th
ancards-base 301073 9795-2) that fall within the ‘Tested against [standardl, within

evaluation (in laboratory's ISO/IEC 17025 scope of accreditation. (1SO/IEC 17025] redited .
accredited scope) The output is an accredited test report or Letter of 70251 accredited scope.
Confirmation.
Conducted against a recognised standard outside “Tested in accordance with
e e B D accredited scope, or where accrgditation pathways [standard/schemel, with devi?tions and
evaluation for the standard are still emerging (e.g., CEN/TS scope documented.
18099:2024). The same quality system applies; e.g. https.//bixelab.com/confirmation-
deviations are documented. letter/

Draws on a standard or scheme but modifies method
e.g. sample size, attack coverage, etc,, to fit a specific Method aligned with [standardl]
use case.

Standards-aligned
evaluation

A bespoke evaluation designed around the client's

use case, risk profile, technology, operational context, “Custom evaluation conducted under
Custom evaluation or decision need. The accredited lab applies its the defined test plan and stated
quality system, the report is a technical deliverable limitations."

not an accredited report against a named standard.

Table 1: Biometric Assurance Models

BixeLab is an ISO/IEC 17025 accredited laboratory and applies the same quality
system to every engagement. What varies between engagements is the type of
evidence the report supports which depends on the standard or scheme it is
executed against, whether the work falls within accredited scope, and whether
documented deviations are required for the use case.
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PRACTICAL PROCUREMENT
GUIDANCE: ASK FOR THE
ASSURANCE OUTCOME

When drafting biometric assurance requirements, buyers should specify the
assurance outcome they need, rather than naming a preferred laboratory or using
shorthand market terms (e.g., incorrect: iBeta Level 2, correct: ISO/IEC 30107-3 PAD
Evaluation report from an accredited lab).

Assurance requirements may be driven by a jurisdiction, regulator, industry scheme,
internal risk policy, or global framework such as FIDO or MOSIP. The test process,
acceptance criteria, and evidence requirements should be defined by the relevant
standard, scheme, regulation or procurement need.

In practical terms, buyers should ask for the evidence that matches the decision
they need to make:

e FIDO certification where certification under a FIDO program is required,;

* |ISO/IEC 30107-3 test report or confirmation letter where PAD testing evidence
is required;

e CEN/TS 18099:2024I[1] IAD evaluation report, where injection attack detection
evidence is required, with any deviations from the technical specification
clearly documented;

* ISO/IEC 19795 test report where biometric performance, operational, or
demographic differential evidence is required; and

e custom or standards-aligned evaluation report where the assurance need is
specific to a deployment, threat model, or procurement decision.

This distinction matters because accredited laboratories provide independent test
evidence within their recognised scope. They do not all issue product certifications
in their own right. Certification exists only where a scheme or authority defines a
certification pathway and recognises the outcome.
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EQUIVALENCE BETWEEN
ACCREDITED LABORATORIES

A common procurement mistake is to specify a named laboratory for a given test

type- for example, requiring "iBeta-certified ISO/IEC 30107-3 PAD testing." This

phrasing is widespread for historical reasons, not because outcomes differ between

accredited labs.

Where a laboratory holds the relevant accreditation and operates within its scope,

test outcomes are equivalent. The same standards, the same metrics, and the same

methodological requirements apply. The relevant accreditations are:

Assurance
area for

ISO/IEC
30107-3 test
report or
confirmation
letter

PAD testing

ISO/IEC
Biometric 19795 test
(oI a{oJaNEG IS report or

confirmation
letter

testing

FIDO
Biometric
Component
certification
evidence

FIDO
biometric
component
certification

FIDO Face

FIDO identity
verification /
document
authenticity

Document
Authenticity
certification
evidence

What to ask

Verification or

Who recognises the lab

or outcome

ISO/IEC 17025
accreditation with relevant
biometrics scope, such as
NVLAP

ISO/IEC 17025
accreditation with relevant

biometrics scope, such as
NVLAP

FIDO Alliance

FIDO Alliance

Table 2: Equivalence between accredited laboratories

Labs
operating
in this
area

BixeLab,
iBeta,
Fime SAS

BixeLab,
iBeta,
Fime SAS

BixeLab,
iBeta,
Fime SAS,
Ingenium
Biometrics

BixeLab,
iBeta,
Fime SAS,
Ingenium
Biometrics,
TTA,
TOVIT

Simple procurement note

Do not ask for “iBeta
certification” as a generic
requirement. Ask for
ISO/IEC 30107-3 evidence
from an accredited
biometric testing laboratory.

Specify the modality, test
type, dataset or test crew,
metrics, and confidence
intervals.

Ask for certification under
the FIDO program, not a
generic ISO/IEC biometric
test report.

Specify the FIDO program,
claimed function, document
types where relevant,
product version, and
configuration.
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Assurance

area

Injection
attack
detection

MOSIP
enrolment
device
assurance

Table 2: Equivalence between accredited laboratories

What to ask
for

v2.0 Review
Draft, Feb 2026

MOSIP MACP
certification
evidence

Who
recognises the
lab or
outcome

CLR Labs has
publicly stated
COFRAC
ISO/IEC 17025
accreditation for
biometric
activities
including 1AD.
CLR Cert also
operates a
CEN/TS 18099-
based IAD
certification
program.
Broader
accreditation
pathways
remain limited

MOSIP

Labs operating in this
area

CLR Labs has a
COFRAC-accredited IAD
scope. BixeLab and
Ingenium Biometrics also
offer CEN/TS 18099-
aligned IAD testing but do
not currently hold
COFRAC accreditation
for IAD. BixeLab has
sought formal
recognition/accreditation
pathways, but no clear
route has yet been
confirmed.

BixeLab

BixelLab

Simple procurement
note

Treat separately from
PAD. Specify the TOE,
platform, attack
surface, injection
methods, injection
attack instruments,
evaluation level, and
claim limits.

Specify the MOSIP
profile, device type,
modality, software
version, and applicable
MACP requirements.

Any laboratory holding the relevant accreditation produces equivalent test

outcomes. Where a scheme defines specific thresholds (for example, the State Bank
of Vietnam Decision 2345/QD-NHNN, or Bank Negara Malaysia's e-KYC

requirements), those thresholds (not the choice of lab) determine the pass criteria.

Procurement language should specify the standard, the accreditation, the scope,

and the threshold, not the laboratory.
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BIOMETRIC MODALITIES

Biometric systems verify or recognise a person using a measurable physical or
behavioural characteristic. Different modalities suit different use cases and carry
different testing considerations. This guide applies to all common modalities, but the
modality selection and the applicable assurance requirements are both determined
by the deployment context.

Face

The dominant modality in
remote identity verification and
consumer authentication.
Captured by camera in
controlled, semi-controlled, or
fully unsupervised conditions.
Particularly exposed to
presentation attacks (printed
photos, masks, replayed video)
and to injection attacks
(deepfakes, virtual cameras,
manipulated streams). Testing
typically includes PAD, IAD,
performance, and demographic
differential evaluation.
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Fingerprint

Captured by optical, capacitive, or ultrasonic sensors on phones, access-control
devices, and enrolment terminals. Strong matching accuracy with mature standards.
Presentation attacks include silicone, gelatine, and 3D-printed replicas. PAD testing
and matching accuracy testing are both well established for fingerprint evaluation.

Iris

Used in high-assurance access control,
border control, and large-scale enrolment
systems. Captured by near-infrared
sensors. Lower demographic performance
variation than face. Presentation attacks
include patterned cosmetic contact
lenses and printed iris images.
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Voice

Used in remote authentication, call
centre verification, and
accessibility scenarios. Affected by
background noise, channel quality,
and language. Presentation
attacks include replayed audio and
synthetic voice. Injection attacks
include cloned voices generated
by Al tools.

Behavioural and other modalities
Behavioural examples include signature, gait, and keystroke dynamics. Generally
complementary to a primary modality rather than standalone.

Multi-modal systems

Combine two or more modalities to lift overall accuracy, reduce demographic
performance gaps, or harden against modality-specific attacks. Multi-modal
evaluation considers each modality on its own and the system's fusion logic. A fused
system's resilience is not the sum of its parts; fusion strategies can mask or amplify
component weaknesses depending on the decision rule.[SR1]

[SR1IThese two sentences don't make sense to me -why does a fused system's
resilience not the sum of its parts?
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